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Abstract: Intelligent recommender systems provide
personalized recommendation for users based on their
behavior trajectories. Intelligent recommendation is a
double-edged sword with increasing impacts. This study
investigates the influencing mechanism of social media
users’ satisfaction with behavior trajectory security pro-
tection in the context of intelligent recommendation, with
the aim of promoting healthy development of mobile social
media. This study applied the grounded theory method to
identify relations among concepts and categories in terms
of three-level coding. During open coding, 271 initial con-
cepts and 26 subcategories were elicited; during axial
coding, 10 categories were elicited; and during selective
coding, relations among categories were identified and a
theoretical model was developed. The results indicate that
satisfaction with behavior trajectory security protection is
directly influenced by security protection information
quality, security protection system quality, security protec-
tion service quality, net benefits, external support, privacy
concerns, and privacy cognitive biases. Privacy literacy has
direct impacts on privacy concerns and privacy cognitive
biases. Meanwhile, herd behavior directly impacts privacy
concerns. Implications for theory and practice are discussed.

Keywords: behavior trajectory; security protection; user
satisfaction; grounded theory; social media intelligent
recommendations

1 Introduction

In the era of social media and big data, prolific content is
generated by users (Naab and Sehl 2017), often in the form
of unstructured data (Miah et al. 2017). As a result, users are
frequently confronted with challenges including informa-
tion overload (Fu et al. 2020), as well as cognitive load
(Barabas 2023; Islam et al. 2020). With the rapid develop-
ment of artificial intelligence, intelligent recommender
systems have subsequently become increasingly prevalent
(Wang et al. 2020). On mobile social media, intelligent
recommender systems have increasing impacts on users.
Intelligent recommender systems provide personalized
recommendation based on behavior trajectories such as
browsing, seeking, commenting, reading and etc., as well as
geographic location information. Intelligent recommendation
is likely to reduce information overload on the one hand,
while on the other hand, it brings new issues such as behavior
trajectory privacy concerns and users’ unsatisfaction.

Mobile intelligent devices possess high stickiness and
portability, thereby generating abundant and sensitive
behavioral trajectory information of mobile social media
users. The prominence of social media platforms in providing
information services is rapidly increasing and, concurrently,
the ethical conflicts associated with the data underlying these
services are becoming more evident (Häußler 2021; Kesha-
varz, Norouzi, and Shabani 2022). Personal information pro-
tection complaints and reports in China are increasing at an
alarming rate, illustrated by issues such as the excessive
collection of personal information, mandatory or frequent
requests for permissions, and the inability to cancel an
account accounting for approximately 40% of the total com-
plaints in 2021 (CNCERT/CC and CSAC 2021). Later, 19.6 % of
Chinese netizens encountered personal information leaks
during internet use in the second half of 2022 (CNNIC 2023).
Furthermore, widespread application of intelligent recom-
mender systems adds new challenges to security protection
of behavior trajectory. Behavior trajectory of mobile social
media users includes the traces generated by users’ behavior
in physical and digital environments, as well as historical
behaviors such as browsing, clicking, searching, private
messaging, sharing, jumping, clipping, pasting, and other
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interactive behavioral traces within and across applica-
tions. Geographic location traces contained within location
services or disclosure of information are also part of a
user’s trajectory. Trajectory determines the content of
specific user behavior, linked to user security and user
privacy. In the context of intelligent recommendation, and
based on the manifestation of social media users’ behavior
trajectory, the following research questions guided the
current study: Are users satisfied with the security pro-
tection of their own behavior trajectory? How does this
satisfaction manifest? What factors affect this satisfaction
and how do they affect? We believe user satisfaction with
behavior trajectory security protection in the context of
intelligent recommendation is a critical issue, yet it has
been overlooked in prior literature. The current study
answered these questions, with the aim of promoting
healthy growth of mobile social media platforms in the
context of intelligent recommendation.

2 Literature Review

2.1 Intelligent Recommendation and
Trajectory Information

Intelligent mobile terminal devices are becoming increas-
ingly sophisticated in their functions, and operating sys-
tems are constantly improving their ecosystems, allowing
for a wider range of collectable data. In addition to having
access to user privacy data such as their locations, posted
posts, and social relationships, social media platforms
capture, mine and analyze historical user behavior data.
This is done through the use of machine learning tools and
algorithms to provide users with personalized recommen-
dations and search predictions that optimize recommen-
dation algorithms (Ge and Persia 2019; Lai and Zheng 2015).
To fulfill the needs of intelligent recommendations, the
recommender systems collect data within the application
and capture switching and sharing activities across appli-
cations. In addition, this also acquires cross-application
information including application data list and clipboard
usage (CNCERT/CC and CSAC 2021). While privacy-related
academic achievements recognize users’ trajectory informa-
tion in the mobile environment, most current research
(Al-Hussaeni, Fung, andCheung 2014; Dai et al. 2018;Wang et al.
2021) primarily focuses on the physical location aspect of such
data, with little attention given to the privacy implications of
trajectory data related to digital interactions. In fact, each
virtual interaction in the context of intelligent recommenda-
tion can generate vast amounts of data encompassing space,

time and behavior trajectory, underscoring the critical need
for privacy protection.

2.2 Privacy and Security Protection on Social
Media

Research on privacy and security protection for social media
users has explored several aspects. Regarding the impact of
security and privacy protection on user behavior, it concerns
privacy paradox in the engagement of consumerswith social
media and their behaviors related to online privacy pro-
tection (Mosteller and Poddar 2017), how trust, privacy and
security affect individuals’ utilization of the internet for
social media and online shopping (Alshare, Moqbel, and
Al-Garni 2019), and the effects of regulatory focus and default
on the preference settings of social media users (Cho, Roh,
and Park 2019). Regarding the impact of user behavior on
security and privacy protection, it concerns the impact of
user behaviors on privacy and security threats on social
media (Cengiz, Kalem, and Boluk 2022), and the influence of
behavior on the security of privacy information on social
media (Liu et al. 2022). Regarding countermeasures for
security protection, it concerns privacy risks and possible
threats on social media, methodology for privacy issues, and
trust management (Kumar, Saravanakumar and Deepa 2016).
Regarding users’ confidence in security protection and eval-
uation criteria for security protection, it concerns how to
evaluate the level of user confidence in the security and pri-
vacy of social media (Ranogajec and Badurina 2021) as well as
how to develop a cross-cultural framework to enhance user
privacy protection on social media (Ur and Wang 2013).

2.3 Social Media User Satisfaction

Researchers have investigated social media user satisfaction.
Yang et al. (2020) used structural equation modeling to
analyze the effect of presentation, content, and utility on the
satisfaction levels of users who interacted with the official
social media platforms of Chinese government. Pang (2021)
conducted an online survey of WeChat users and found that
hedonic and utilitarian values positively and significantly
influence user attitudes and satisfaction of the platform, with
satisfaction having a significant impact on eWOM participa-
tion. Additionally, utilitarian values indirectly impact eWOM
participation through satisfaction. Khan et al. (2023) explored
user satisfaction with social media using the Expectancy-
Confirmation Model and found that privacy cynicism sub-
stantially impacts user satisfaction. Other research explored
user satisfaction in different areas within social media,
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including tourism (Balbi, Misuraca, and Scepi 2018; Martínez-
Navalón, Gelashvili, and Saura 2020; Narangajavana Kaosiri
et al. 2019), logistics (Alshehri and O’Keefe 2019), and daily life
(Uram and Skalski 2022).

3 Research Method and Data
Collection

3.1 Research Method

The grounded theory method could derive theoretical
explanations based on data through induction (Glaser,
Strauss, and Strutzel 1968; Guetterman et al. 2019). It is a
widely used qualitative research method (Timmermans and
Tavory 2012) that has been applied in various studies on
privacy and security (Foley and Rooney 2018; Gerlach et al.
2019). This study employed grounded theory to investigate
the factors that influence the satisfaction of mobile social
media users with the security protection of their behavior
trajectories in the context of intelligent recommendation. To
facilitate the organization and analysis of textual data and to
fully record operational traces, the NVivo software was used
for coding (Maher et al. 2018).

3.2 Design of Interview Outline

A semi-structured approach was used in this study to ensure
the effectiveness of the interviews. Prior to conducting the
interviews, a preliminary interview outline was formulated
based on initial literature review, phenomena observation,
and relevant research experience. Pilot interviews were
conducted with several social media users including both
senior and junior ones and, based on their feedback, the
interview outline was improved. The final formal interview
outline covers four parts.

The first part is “Introduction” which includes the
following paragraph:

There is no right or wrong answers to the interview questions.
Please answer truthfully based on your personal experiences and
thoughts. All information gathered during the interview will be
kept strictly confidential and only used for academic research
purposes. Your personal information will not be revealed, and the
research team will abide by confidentiality regulations and be
willing to bear corresponding legal responsibilities. Ethical con-
siderations will be taken into account throughout the research
process. The interview will be audio recorded, as this is necessary
to meet research requirements.

The second part is “Definition of terms”where several terms
such as mobile social media, behavior trajectory, and intel-
ligent recommendation were defined and illustrated. The
third part is “General information of interviewees” where
demographic information like gender, age, education level,
major, location, occupation, years of internet use, and etc.
were collected.

The fourth part is “Main questions” which includes the
following ten main questions:
(1) Do you use mobile social media? If so, please give

examples of mobile social media platforms that you
have used.

(2) Do you understand intelligent recommendation?
Please explain your understanding of intelligent
recommender systems for mobile social media.

(3) To improve the effectiveness of intelligent recom-
mendation content, do you know whether mobile
social media intelligent recommender systems
collect personal information or privacy? If so, please
give examples.

(4) Do you think that intelligent recommender systems
will track your browsing, searching, liking, reading,
or jumping between applications within mobile
social media applications? Please provide a detailed
explanation.

(5) Do you think that mobile social media intelligent
recommender systems will track your location
and other trajectories? Please provide a detailed
explanation.

(6) Regarding the behavior trajectories being recorded,
do you feel concerned? Please provide a detailed
explanation of your thought process and the reasons
behind it.

(7) Under what circumstances do you feel that your
behavior trajectory is secure? Please provide a detailed
explanation of the process and the reasons behind it.

(8) Please rate or evaluate the satisfaction with the
security protection of mobile social media users’
behavior trajectory in the intelligent recommenda-
tion context. Please provide a detailed description of
the scoring points, lost points, and the reasons, and
propose a remedy for the lost points.

(9) In terms of behavior trajectory security protection,
which App do you trust the most? Please provide a
detailed explanation of the reasons and methods that
make you trust the App even more.

(10) In addition, what other factors do you think would
affect the security protection of mobile social media
users’ behavior trajectory in the intelligent recom-
mendation context?
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3.3 Sample Selection and Data Collection

This study followed a purposive sampling approach and
selected participants who could be most informative to the
research question (Corbin and Strauss 1990). The research
participants were expected to have experience with mo-
bile social media, intelligent recommender systems, and
behavior trajectory security protection in order to provide
substantial information for this research. Preferably, par-
ticipants with experience, a robust background, and the
capacity to understand and provide relevant information
for the interview were selected. It was intended that they
possessed higher information literacy, a wealth of knowl-
edge reserves, clarity in expression, and a fitting back-
ground to the research. Participants must satisfy the
interview requirements on certain aspects, such as time
and energy, and consent to a complete recording of the
interview.

The interviews were conducted over the course of five
months to collect the necessary data for this research, with
the interviewing process stopped after thorough verifica-
tion of theoretical saturation. Ultimately, 22 interviewees
were selected as the research sample for this research,
which comprised 17 online and five offline sessions, with all
interviewees consenting to the recording of the interviews.
During the formal interviews, the questions were adjusted
based on the respondents’ specific answers. Interviewers
asked follow-up questions for responses that were incom-
plete or unclear and for topics that required greater depth.
The recordings of the interviews were first transcribed
once the interviews were complete, with the transcripts
then manually compared to the recordings. Subsequently,

the interviewees checked the transcripts for errors; in the
absence of any errors, the transcripts were used as subse-
quent research materials. The 22 research materials were
named as A to V, and stored as 22 files.

4 Grounded Analysis

4.1 Open Coding

This study analyzed original interview data sentence by
sentence. In the process of open coding, “indigenous con-
cepts” were elicited from the original statements as far as
possible, while duplicate concepts were coded only once. In
the end, 271 initial concepts were obtained, with examples of
how initial concepts were elicited from original statements
shown in Table 1.

This study carefully clustered and categorized initial
concepts, resulting in 26 subcategories. The subcategories
and initial concepts are shown in Table 2, which reflects
data support during the identification and elicitation of
subcategories.

Table 3 illustrates the connotation and related literature
regarding the 26 subcategories, demonstrating literature
support during the identification of subcategories.

4.2 Axial Coding

During axial coding, the 26 subcategories were reorganized
and clustered based on prior literature, resulting in 10 cat-
egories, as presented in Table 4.

Table : Examples of how initial concepts were elicited from original statements.

Original statements of interviewees Initial concepts

F: Themethods used by the app to collect geographic information are currently
quite rudimentary. I don’t think it has substantial impacts compared to the
other vital information leaks mentioned earlier. Knowing only the geographic
information is insignificant, unless it is an extremely precise location, especially
when other information is incomplete

Rudimentary geographic information, information leakage, insignificant
geographic information, precise location, incomplete information

I: If there is relevant legislation, and there are comprehensive laws to regulate
businesses, I think businesses can still be trusted

Legislation, comprehensive laws, regulate businesses, trust

K: It seems that people have a tendency to be submissive. I’ve already grown
accustomed to being recorded, as if I’m unable to resist. It seems like everyone
is being recorded in the same way as well. It’s useless to worry about it

Submissiveness, accustomed to being recorded, unable to resist,
everyone being recorded in the same way as well, useless to worry

M: Social media requires displaying IP addresses. They make it mandatory to
show your IP address when you’re online, and sometimes they don’t even allow
you to avoid it. Basically, I have a strong aversion to anything mandatory.
However, it doesn’t really cause me any fear or worry psychologically

Mandatory IP address display, aversion, mandatory, fear, worry
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Table : Subcategories and initial concepts.

Subcategories Initial concepts

Timeliness of security protection
information

Informative updates in accordancewith law, timely alerts, timely requests for permissions, timely notification of
information leaks

Completeness of security protection
information

Detailed policy rules, details of personal information use, detailed privacy policy terms, asking for authorization
without other explanation, describing only the approximate scope of information collection, incomplete
information

Understandability of security protection
information

Listing description contents, clear privacy terms, privacy terms with obvious elements, obscure privacy regu-
lations, long-winded privacy regulations

Accessibility of security protection
information

Difficult to reach users, pop-up notifications, pop-up requests for authorization, startup reminders, hiding
privacy policy

Accuracy of security protection
information

Informing what personal information is used, informing the specific information collected, informing the
authorization required to use the normal functions, defining user rights, explaining precisely how the
authorized information is used, asking if others are allowed to see it, convincing privacy policy

Reliability of security protection system Property of the App, protection from operating system software, protection mechanisms, backed by powerful
think tanks, technology of protection, platform quality, inadequate software, system security, system main-
tenance, inadequate hardware, tracking and handling leaked information, self-owned technology

Ease of using security protection system Regular cleaning of trajectory information, complicated authorization settings, direct system settings, incon-
spicuous privacy settings, user migration

Empathy of safety protection service High-handed provisions, unaffected experience without authorization, unavailable without authorization,
rudimentary geographic information, reiterated notifications, rudimentary personal information collection,
noticeable exploitation of personal information, uninformed using of personal information, precise personal
information collection, following up with affected users, black box, synchronization of the background records
deleting, precise location, mandatory IP address display, mandatory collection of personal information,
mandatory, inducing permission granting, making me invisible to others, sensitive data collection, prior
notification for information acquisition, considerate for users, restricting information collection

Compliance of safety protection service Additional information collection, non-essential permission requirements, personal information storage,
intensity of personal information collection, range of personal information collection, abstracted personal
information, trafficking of personal information, misuse of personal information, scenarios of personal
information usage, degree of personal information usage, notifications for personal information usage, pur-
poses of personal information usage, limited usage of personal information, specific geographic location,
specific information, cross-platform data sharing, implementation of privacy regulations, implementation of
policies, authorization inquiry, disclosure of data status, information desensitization, data portability, privacy
protection regulations, user consent, consent after regulations read, compliance with regulations

Controllability of safety protection service Unable to set permissions, options for personal information collection, uncontrollable personal privacy,
disabling intelligent recommendation services, options for content disclosure, permission off, data migration,
data deletion, privacy protection function, user-controllable privacy

Perceived risks Being audio recorded, being harassed, poor experience, increased cost, big data discriminatory pricing, risk of
identity theft, location tracking, unfavorable tome, personal security risks, hacking, cross-application sharing of
user information, spam marketing, tracking data of other applications, accumulation of data, risk of private
content disclosure, negative recommended content, sensitive recommended content, information leakage,
human flesh searching, internet streaking, information bubble, impact on many interests, user behavior
tracking, inducing consumption, fraud, information extraction, knowledge of user preferences

Perceived benefits Benefits, information accessing, economic incentives, discounts, pros outweigh cons, needs fulfilling, social
needs fulfilling, convenient recommendation, accurate recommendation, useful recommendation, enjoy ser-
vices, display and share

Social support Promotion of cases, word of mouth, promotion of legislation, media coverage, comments from netizens,
information disclosure, privacy education, privacy awareness, respect for privacy, application store rating, user
perspective, public opinion controversy, knowledge popularization

Institutional support Case transferring, penalties, public processing, third-party data security company, fines, public oversight of the
businesses, public oversight of the government, regulation, rewards, legislation, judicial precedents, market
self-discipline, data security standards, data security certification, data security auditing, notarization of data
destruction, judiciary, complaint channel, comprehensive laws, strict employee admission, implementing harsh
laws and punishments, regulate businesses, regulate government, policies, law enforcement, special inspec-
tion, strict requirements for employees, inadequate human resources

Optimistic biases No worry about disadvantages, no impact on individuals, no concern about backend personnel having access
to information, no serious problems as imagined, no experience of information being collected, no infringe-
ment of personal interests, no encountered information security issues
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Table : (continued)

Subcategories Initial concepts

Extreme expectations No possibility of private information disclosure, no protected privacy on the internet, inevitable privacy
disclosure

Excessive self-confidence No exposure of personal information, confident in ability
Brand influence Official support background, brand strategy failure, corporate image, company size, corporate reputation
Imitating others Everyone being recorded in the same way as well, not caring like everyone else, feeling indifferent because

everyone is using it, feeling okay if everyone thinks it’s okay, opinion influenced by people around
Discounting own information Transferring personal information tomeet government requirements, provision of IP address for public safety,

conceding privacy for the collective
Privacy consciousness Privacy sensitivity, attention to information protection, attention to authorization, focusing on privacy, sub-

missiveness, indifferent to privacy, reassuring yourself, numbness, ignoring terms, accustomed to being
recorded, privacy security awareness

Privacy helplessness Having to trust, having to use, useless to worry, powerlessness, unable to resist, must trust due to excessive use
Declarative knowledge Mastery of regulations, value of personal information, citizen qualities, technophobia, supervision of infor-

mation use, understanding of recommendation algorithms, knowledge of privacy policies, familiarity with
information using scenarios, perception of algorithm operations, awareness of rights protection, information
literacy, definition of privacy, user rights, knowledge reserves, professional background, insignificant
geographic information

Procedural knowledge Internet experience, reducing interaction, reduce disclosure, algorithm adjustment, stopping using, account
cancellation, self-protection, revoking permissions, digestibility of privacy and security awareness

Judgment of fulfillment level in safety
protection

∼/, –/, /, insufficient, good, professional, not satisfied, satisfied, so-so

Pleasure response to fulfillment of safety
protection

Feeling safe, reassured, violated, supported, non-rejection, discomfort, worry, aversion, fear, recognition,
feeling of loss, depend, trust

Table : Definitions and literature support of subcategories.

Subcategories Definitions Literature support

Timeliness of security
protection information

The degree to which behavior trajectory security protection
information is updated for the given task

Timeliness refers to how well the digital object is updated for
the given task (Gonçalves et al. )

Completeness of security
protection information

The degree to which behavior trajectory security protection
information contains information that describes related
real-world phenomena

Completeness refers to the degree to which it contains
information that describes related real-world phenomena
(Bardaki et al. )

Understandability of security
protection information

The ease of reading, interpretability, and understandable
behavior trajectory security protection information for
users, along with the expressions utilized by reviewers
encompassing language, semantics, and lexicons

Information understandability entails the ease of reading,
interpretability, and understandable information for users,
along with the expressions utilized by reviewers encom-
passing semantics, language, and lexicons (Filieri and
McLeay )

Accessibility of security
protection information

The extent to which there is timely and continuous access to
behavior trajectory security protection information

Accessibility encompasses the requirement for prompt and
uninterrupted reach to the digital content (Burda and Teu-
teberg )

Accuracy of security protec-
tion information

The degree of correctness in the provided behavior trajec-
tory security protection information

Accuracy refers to the degree of correctness in the provided
output information (Bailey and Pearson )

Reliability of security protec-
tion system

The degree to which the behavior trajectory security pro-
tection system maintains a reliable level of availability,
stability, and safety throughout its lifespan

Reliability pertains to the level of dependability (e.g., tech-
nical availability) of a system throughout its lifespan (Nelson
et al. )

Ease of using security
protection system

The degree to which the behavior trajectory security pro-
tection system can reduce effort

Perceived ease of use relates to an individual’s belief in the
effortless nature of using a specific system (Davis )

Empathy of safety protection
service

The degree to which the behavior trajectory security pro-
tection service respects the users’ feelings and rights and
provides themwith intimate and personalized attention and
care

Empathy encompasses the act of offering personalized
attention and care to customers (Kettinger and Lee ), as
well as prioritizing the users’ best interests within the infor-
mation system (DeLone and McLean )

Compliance of safety protec-
tion service

The degree to which the behavior trajectory security pro-
tection service complies with information security proced-
ures, guidelines, and policies

Information policy compliance pertains to the adherence of
employees to information security procedures, guidelines,
and policies (Moody et al. )

124 X. Zha et al.



Table : (continued)

Subcategories Definitions Literature support

Controllability of safety pro-
tection service

The extent to which users believe they can intervene or
influence the collection, access, and utilization of their
personal information by the behavior trajectory security
protection service

Perceived information control relates to personal belief in
their capacity to influence the collecting, accessing, and using
of information, with the objective of avoiding potential
security and privacy breaches (Li et al. )

Perceived risks The potential losses that users perceive when pursuing the
expected results in using social media applications

Perceived risk is the possibility of experiencing losses while
striving to achieve desired outcomes through the utilization
of an e-service (Featherman and Pavlou )

Perceived benefits Users’ perceptions of the external benefits of the overall
functionality and utility of social media applications, as well
as the internal benefits derived from the joy and playfulness
itself, including the benefits of shaping social image

Extrinsic benefits are derived from functionality and utility,
whereas intrinsic benefits stem from the inherent enjoyment
and playfulness. In addition, the perceived benefit of social
image, which refers to the level of respect and admiration
that peers in users’ social network have for the users due to
their use of information technology, is another crucial
component (Yang et al. )

Social support The social-level provisions such as emotion, information,
tools, and companionship when given the pressure that
users face in safeguarding their behavior trajectories

Social support most often refers to the act of providing or
seeking emotional or instrumental assistance in response to
negative or stressful life events (Feeney and Collins ),
such as emotional support, information, instrumental sup-
port, and social companionship (Flannery Jr. )

Institutional support The support that government and institution provided to
the market, corporations, and users when given the pres-
sure that users face in safeguarding their behavior trajec-
tories, in response to insufficient institutional infrastructure

Institutional support denotes the level of assistance provided
by the government and associated agencies to firms, aiming
to alleviate the adverse consequences of insufficient institu-
tional infrastructure (Zhang et al. )

Optimistic biases The extent to which users are optimistic about behavior
trajectory security protection

Developed in this study

Extreme expectations The extent to which users perceive the behavior trajectory
security protection to have extreme effects

Excessive self-confidence The extent to which users have an overestimation of their
ability or knowledge of behavior trajectory security
protection

Brand influence The extent to which users’ emotions, perceptions, and
attitudes towards behavior trajectory security protection are
influenced by corporate brands

Imitating others The extent to which users follow the practices of previous
adopters when adopting behavior trajectory security pro-
tection technology

Sun () categorized herd behavior as imitating others (the
extent to which individuals emulate prior adopters in
embracing a specific technological form) and discounting
their own information (the extent to which individuals dis-
count their own beliefs regarding a technology during the
decision-making process of its adoption)

Discounting own information The extent to which users ignore their own beliefs about the
behavior trajectory security protection technology when
making decisions

Privacy consciousness The extent to which users are aware of social media
violating their privacy by recording information against their
wishes

Developed in this study

Privacy helplessness The extent to which users feel powerless regarding social
media violating their privacy by recording information
against their wishes

Declarative knowledge Users’ understanding of the technical aspects, laws,
directives, and institutional practices related to online
privacy data protection

Declarative knowledge encompasses users’ understanding
of technical components of safeguarding online data, as well
as comprehending laws, directives, and institutional prac-
tices. Procedural knowledge pertains to users’ capacity to
implement strategies to regulate personal privacy and safe-
guard data (Bartsch and Dienlin )

Procedural knowledge Users’ ability to implement strategies to regulate personal
privacy and safeguard data

Judgment of fulfillment level
in safety protection

User’s judgment on the degree of satisfaction with behavior
trajectory security protection

Satisfaction refers to the response of customers towards
products or services. It entails customers’ assessment of
whether a specific feature or the overall product/service
fulfilled their requirements to a satisfactory extent, encom-
passing both under and over fulfillment (Oliver )

Pleasure response to fulfill-
ment of safety protection

The degree to which users have a pleasant response to
behavior trajectory security protection
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Table : Axial coding.

Categories Subcategories Category connotation

Security protection information
quality

Timeliness of security protection
information

DeLone and McLean () developed the information system success model
(i.e. D&M model), and updated the D&M model ten years later (DeLone and
McLean ). Based on the updated D&M model, this study extracted three
categories, namely, security protection information quality, security protection
system quality, and security protection service quality

Completeness of security protec-
tion information
Understandability of security pro-
tection information
Accessibility of security protection
information
Accuracy of security protection
information

Security protection system
quality

Reliability of security protection
system
Ease of using security protection
system

Security protection service
quality

Empathy of safety protection
service
Compliance of safety protection
service
Controllability of safety protection
service

Net benefits Perceived risks The privacy calculus theory suggests that individuals are more likely to disclose
information when they perceive that the benefits of disclosure outweigh or are at
least equal to the perceived risks (Dinev and Hart ). The updated D&Mmodel
also chose to classify all effects measures into one category of impacts or benefits
called “net benefits” (DeLone and McLean ). This research defines the “net
benefits” as the combined benefit level of perceived risks and perceived benefits

Perceived benefits

External support Social support This study considers external support from the viewpoint of mobile social media
users to comprise social support and institutional support provided by official and
business sectors. Building on the theory of social support (Cobb ), the study
categorizes the perceived social and institutional support among mobile social
media users as external support

Institutional support

Privacy cognitive biases Optimistic biases Waldman () noted that online environments compel us to disclose information
and activate cognitive biases that persuade us to abandon our privacy rights.
Based on the concept of cognitive biases, this study summarizes users’ privacy
rights related beliefs as privacy cognitive biases

Extreme expectations
Excessive self-confidence
Brand influence

Herd behavior Imitating others Banerjee () proposed that herd behavior refers to the phenomenon where
people follow the actions of the masses, even if their own private information
suggests that they should take completely different actions. This study summarizes
imitating others and discounting own information as herd behavior by following
Banerjee () and Sun ()

Discounting own information

Privacy concerns Privacy consciousness Based on Moreham’s research () on privacy, this study contends that privacy
concerns pertain to the degree to which social media users perceive their behavior
trajectories as being under “unwanted observation and recording” in the context
of intelligent recommendations

Privacy helplessness

Privacy literacy Declarative knowledge Online privacy literacy covers declarative knowledge which concerns “knowing
what” and procedural knowledge which concerns “knowing how” about online
privacy (Bartsch and Dienlin )

Procedural knowledge

Satisfaction with behavior tra-
jectory security protection

Judgment of fulfillment level in
safety protection

FollowingOliver (), satisfactionwith the currently provided behavior trajectory
security protection includes judgment of the fulfillment level in safety protection
and the pleasure response to fulfillment of safety protectionPleasure response to fulfillment of

safety protection
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4.3 Selective Coding

During selective coding, after careful and repeated compari-
son, the relationships among categories emerged as revolving
around satisfaction with behavior trajectory security protec-
tion. Consequently, satisfaction with behavior trajectory

security protection was identified as the core category.
Table 5 displays the typical relationship between cate-
gories. Figure 1 shows a theoretical model regarding the
influencing mechanism of satisfaction with behavior tra-
jectory security protection in the context of intelligent
recommendation.

Table : Typical relationships between categories.

Typical relationship between
categories

Connotations Representative original statements

Security protection information qual-
ity→ Satisfaction with behavior trajec-
tory security protection

Security protection information quality in terms of five
subcategories such as accessibility of security protec-
tion information has a direct impact on satisfaction
with behavior trajectory security protection

H: Every time I open the App it pops up and asks if you
allow it to access your geolocation… I’m kind of feeling
okay about the privacy

Security protection system quality
→Satisfaction with behavior trajectory
security protection

Security protection system quality in terms of two
subcategories such as reliability of the security pro-
tection system has a direct impact on satisfaction with
behavior trajectory security protection

B: Nowadays, social media, including its environmental
setup, utilization of databases, and its system architec-
ture, is, in general, running quite stably. It is relatively
secure, with rare occurrences of major failures leading
to information leaks. In this respect, I am quite satisfied

Security protection service quality
→Satisfaction with behavior trajectory
security protection

Security protection service quality in terms of three
subcategories such as empathy of safety protection
service has a direct impact on satisfaction with
behavior trajectory security protection

E: For example, certain functions in the software may
have mandatory requirements. If you decline to click
“Agree,” you may be unable to access some parts of the
software. This could potentially result in being unable to
use the software at all, which might make you feel as
though you have lost your user rights

Net benefits →Satisfaction with
behavior trajectory security protection

Net benefits in terms of two subcategories such as
perceived benefits have a direct impact on satisfaction
with behavior trajectory security protection

C: I believe that the gathering of this information can
also have its own positive aspects. Nowadays, many
people tend to be overly sensitive about it. By studying
and analyzing your location, the App can display nearby
places that are more suited to your preferences when
you open it. This is actually a beneficial feature for users

External support →Satisfaction with
behavior trajectory security protection

External support in terms of two subcategories such as
social support has a direct impact on satisfaction with
behavior trajectory security protection

J: If the government were to use or support this plat-
form, it would greatly alleviate many of my worries
about it

Privacy literacy →Privacy concerns Privacy literacy in terms of two subcategories such as
declarative knowledge has a direct impact on privacy
concerns

L: For example, those of us studying information man-
agement, including studying confidentiality, might
generally be more concerned because we often come
across a lot of related knowledge and case studies in our
regular studies, making us a bit more sensitive to these
matters

Herd behavior → Privacy concerns Herd behavior in terms of two subcategories such as
imitating others has a direct impact on privacy
concerns

L: Earlier, we were discussing about during the
pandemic… individuals might feel influenced by the
people around them. As they could see that everybody’s
information is out there and it seems nobody cares
about it, this could lead someone to adopt a more
carefree attitude towards their own privacy

Privacy concerns →Satisfaction with
behavior trajectory security protection

Privacy concerns in terms of two subcategories such as
privacy consciousness has a direct impact on satisfac-
tion with behavior trajectory security protection

G: Personally, in order to improvemy satisfaction, I try to
relax and avoid having too much insecurity or doubt.
After all, I use this platform because I trust it and rely on
it

Privacy literacy → Privacy cognitive
biases →Satisfaction with behavior
trajectory security protection

Privacy literacy in terms of two subcategories such as
procedural knowledge has a direct impact on privacy
cognitive biases which further has a direct impact on
satisfaction with behavior trajectory security
protection

B: If I have a high level of information or data literacy, it
can increase my satisfaction and confidence in my
abilities. As a consequence, I would likely have more
confidence in the security protection for my personal
trajectories, and this would contribute to an overall
sense of satisfaction
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Figure 1: Theoretical model of influencing mechanism of satisfaction with behavior trajectory security protection in the context of intelligent
recommendation.

4.4 Test of Theoretical Saturation

When no new categories and relationships emerge during
coding, theoretical saturation is likely to be achieved (Francis
et al. 2010). This study followed the theoretical saturation
principle for coding and sample selection. After analyzing the
seventeenth sample, no new categories or relationships were
identified. To ensure theoretical saturation, an additionalfive
interviews were conducted and analyzed, and no new cate-
gories or relationships were identified either. Consequently,

it can be suggested that the theoretical model developed in
Figure 1 achieved theoretical saturation.

5 Discussion and Implications

5.1 Discussion of Results

From Figure 1, it can be seen that security protection in-
formation quality, security protection system quality, and
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security protection service quality have direct impacts on
satisfaction with behavior trajectory security protection.
This is consistent with the information system successmodel
which suggests that information quality, system quality,
service quality, and satisfaction are critical for a successful
information system (DeLone and McLean 2003). The results
suggest that the success of behavior trajectory security
protection is embodied in the success of an information
system. Indeed, information quality could potentially mea-
sure semantic success of behavior trajectory security pro-
tection, system quality could potentially measure technical
success of behavior trajectory security protection, and ser-
vice quality could potentially measure application success of
behavior trajectory security protection. Additionally, satis-
faction could potentially measure effectiveness of behavior
trajectory security protection (Zha et al. 2015).

5.2 Implications for Theory

The results have important theoretical implications. First,
this study contributes to the development of the theoretical
model of the influencing mechanism of satisfaction with
behavior trajectory security protection in the context of
intelligent recommendation. Second, much research has
been conducted to extend the information system success
model, however, behavior trajectory security protection in
the context of intelligent recommendation has been over-
looked in prior literature; this study usefully extended the
information system success model to the field of behavior
trajectory security protection. Third, following Waldman
(2020) who proposed cognitive biases, this study proposed
privacy cognitive biases to summarize users’ privacy
rights related beliefs. These beliefs include optimistic
biases, extreme expectations, excessive self-confidence,
and brand influence, all of which were developed in this
study.

5.3 Implications for Practice

The results have important practical implications. First, when
security protection information quality is high, the security
protection information is updated, complete, understandable,
accessible, and accurate. When security protection system
quality is high, the security protection system is reliable and
easy to use. When security protection service quality is high,
the security protection service is empathetic, compliant,
and controllable. It is thus recommended that developers

and managers of behavior trajectory security protection
should bear in mind the importance of the information
system success model. Second, in the context of intelligent
recommendation, users’ behavior trajectories are usually
recorded by the system. When behavior trajectories are
looked at, listened to, or recorded against a person’s wishes,
his or her privacy is breached (Moreham 2014). It can be seen
from Figure 1 that three categories related to privacy were
identified, namely, privacy literacy, privacy concerns, and
privacy cognitive biases. It is found that privacy literacy
directly impacts privacy concerns and privacy cognitive
biases, both of which have direct impacts on satisfaction
with behavior trajectory security protection. It is thus rec-
ommended that users’ privacy should be given top consid-
eration and protected as far as possible.

6 Conclusion

Intelligent recommendation is a double-edged sword. It
could possibly reduce information overload to benefit users,
however, it could also possibly breach users’ privacy by
recording their behavior trajectory against their wishes,
bringing new issues such as behavior trajectory privacy
concerns and users’ dissatisfaction. This study applied the
grounded theory method to conduct three-level coding, with
the results conveying the influencing mechanism of social
media users’ satisfaction with behavior trajectory security
protection in the context of intelligent recommendation.
This study extended the information system success model
by highlighting that the success of behavior trajectory
security protection is characterized by the success of an
information system. Three categories related to privacy
were identified, which provide useful insights on privacy
literacy, privacy concerns, and privacy cognitive biases.
Consequently, when the importance of the information
system successmodel and users’ privacy is borne in themind
of developers and managers, users are more likely to have
higher judgment of and more satisfaction toward the
fulfillment of safety protection. Future research could
employ other methods such as the quantitative method to
test the relationships developed in this study, and it is
reasonable to suggest that this and future studies could
promote healthy development of mobile social media in the
context of intelligent recommendation.
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